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Introduction

This document was created in order to be a comprehensive guide on how to remediate
inaccessible documents using Adobe Acrobat Pro DC (version 2025.001.20458 at the time of
this writing). As the program is updated, this guide shall also be changed accordingly.

Setup

This section describes both how to initially open up a document in Adobe Acrobat Pro
DC along with some tips that will save some time throughout document remediation. It is heavily
recommended that these tips are followed as they will be utilized throughout the rest of this
guide.

Opening a Document in Adobe Acrobat Pro DC

1. Download the latest version of Adobe Acrobat Pro DC (needs prior approval as this is a
paid service)
a. Download Adobe Acrobat Pro
2. Open a PDF document using Adobe Acrobat Pro DC. If documents automatically open in
a different program (such as Chrome), you can open PDFs in Acrobat using one of the
following methods
a. Go to File Explorer and right click on the PDF you wish to open. Then click on
“Open with Adobe Acrobat”



https://www.adobe.com/acrobat/acrobat-pro.html
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[£] DolT-EA-Handbook 4/18/2025 2:43 PM Adobe Acrobat D... 2,653 KB
h Open with Adobe Acrobat
[i InventoryControlManual - o e Acrobat D... 7439 KB
f} Edit with Adobe Acrobat
[£ DoIT-EA-Handbook Unchar Print e Acrobat D.. 2,643 KB
[£ CSF-Guidebook _ | ElmEEE e Acrobat D... 1,090 KB
? Add to Favorites
= ; ideli Acratb
w Generative Al Guidelines 5 CrowdStrike Falcon malware scan , Acrobat D... 801 KB
[£) networkMaryland_ROI_Whit . o e Acrobat D... 11,003 KB
f} Edit with Adobe Acrobat
£ FY2025-MITDP-Portfolio-Lis % Combine files in Acrobat.. e Acrobat D.. 244 KB
[£ Cybersecurity-Incident-Rept B)  share using Adobe Acrobat e Acrobat D... 1,531 KB
[£) Governor-Maore-Launches- Open with > e Acrobat D.. 146 KB
. Copy as path
[i MSRA-Statement-on-Third- e Acrobat D... 162 KB
& Share
[i Third_Party_Vendor_MOVEIt Restare previous versions e Acrobat D... 162 KB
[i Baltimore-County-Statemer Send to ?> e Acrobat D... 134 KB
[£) Modernize Maryland Act of Cut e Acrobat D... 694 KB
N C
(£) EO 01.01.2025.06 Statewide e/ e Acrobat D... 190 KB
(£ 2025 Maryland Al Enablem Create shortcut e Acrobat D.. 650 KB
Delete
(£ 20-13-Resource-Sharing-Ac Rename e Acrobat D... 236 KB
[#] 20-01-IT-Policy-Program-Te Properties e Acrobat D... 581 KB

File Explorer view after right clicking on a PDF

b. Open Acrobat, click on “Your Computer” on the left sidebar, and find the
document you wish to open
Your screen should now look something like this (your PDF will most likely look
different than this one)
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DEPARTME
INFORMATION TECHNOLOGY

Jranuary 09, 2025

Contact: Nathan Miller
nathan.miller|@maryland. gov
443:346:3972

Governor Moore Launches the Digital Infrastructure Group to Advance Statewide

Broadband Expansion, Boost State Revenue, and Optimize State Spending

Crownsville, MD:

On Tuesday, January 07, Governor Wes Moore signed an execuive order establishing the
Digital Infrastructure Group. This interagency partnership is designed to enhance
collaboration among Maryland State and county enies to streamiine the coordinated
development of broadband infrastructure. This broadband expansion will increase intemet

coverage, boost state revenue, eliminate financial inefficiencies, and bridge the digital divide

across the state.

Through the Digital Infrastructure Group, the Moore-Millr adrministration will further efiminat
silos and redundancies by adopting a shared broadband infrastructure model, the first of ts
in the nation. The State of Maryland is a national model in public-sector broadband

Maryland i

(4]
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development. Maryland is one of the few states in the country where multple state agencies

have access to both wired and wireless infrastructure. For example, networkMaryland, a
state-owned broadband network housed within DolT, has already driven significant financial
efficiencies for the state, helping it save approximately $90 million annually.

But,like the rest of state
adequately coordinate the development of public-sector it et
governance meant that state and local Maryland agencies often did not develop and share

resources togethr, eading o financial nffcenciescreated by redundant nfrastnucture. This
h thei

lost money and tate p being able ¢ i
missions and their ablity to expand into un(der)selved areas of he state.

By establishing the Department of Information Technology (DolT) as the leader of this
interagency partnership, the state will benefit from a centralized planning body that wil

illuminate resources, enabling agencies to share and build infrastructure to accomplish state
priorities. This increased access will support transportation systems, smart device initatives,

government agencies, and community anchor insfitutions, helping the state deliver more
responsive government services. It wil also help the state’s infrastructure reach last-mile

to
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Tool Access

Customize the Left Toolbar

1. Currently, the left toolbar does not have many tools that are needed for remediating a
document. In order to change that, hit the 3 dots at the bottom (...). A new button that
displays a gear icon and the text “Customize toolbar” should appear. Click on it to open a
popup screen

Open PDF

Alitools  Edit  Convert  E-Sign

All tools

[R  Export a PDF

& Edita PDF

[ Requeste-signatures

A Fill & Sign

Create a PDF

BB Combine files
Organize pages
Send for comments

[ scan &OCR

(} Protecta PDF

T Redacta PDF

Compress a PDF

[ Prepare aform

Check out new e-sign tools

Use web forms, send agreements in
bulk, and more.

See All

Customize toolbar
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2. Scroll to almost the bottom of the options until you get to “Prepare for accessibility” and
click on it to expand the options. From there, you will perform the following steps:

a. Click on “Autotag Document”

b. While it is highlighted blue, click on the icon to the left of the menu with the plus
button in the circle with a left arrow underneath it. This shall add it to your
toolbar

c. Repeat the above steps for “Accessibility Full Check”, “Identify Form Fields”,
“Set Alternative Text”, and “Reading Order”

d. Click on the blue “Save” button

3. Your toolbar should now look like this

&

Customized toolbar

Add Side Panels

1. On the rightmost side of the screen with the vertical right bar that displays the page
number, right click on any of the blank white space to open up a popup menu



»

@
O
v (& Comment
v [J¢ Bookmarks
v ([ Pages
Z) Accessibility tags
U] Articles
& Attachments
) Content
Destinations
£ Layers
£ Model Tree
7> QOrder
£, Signatures
Reset side panels
N
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C
3,
®
Q

v

Panel popup menu
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2. Click on “Accessibility Tags”, “Content”, and “Order” to add them to the right side of the

Screen

3. You should now have these extra options
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Customized panel selection

Typical Order of Operations

This section describes the usual set of steps taken to remediate a document. These steps
will not always be followed in this exact order depending on the needs of the PDF, but it is still
good to have an overall procedure so that no steps are accidentally left out.

Create Accessibility Report

The accessibility report gives a general overview of what issues currently exist within the
document that negatively affect accessibility. It is key to note that even if a document fully
passes the check without issue, that does not at all entail that problems do not still exist.

1. Open the document in Adobe Acrobat Pro DC

2. Click on the checkmark button in a circle in the left toolbar (this is the “Accessibility Full
Check” button)

3. A pop up will appear
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Accessibility Checker Options X

Report Options
("] Create accessibility report
Choose
Attach report to document
Page Range
© All pages in document () Pages from ’37 to ,37
Checking Options (32 of 32 in all categories)

Category: =

B Accessibility permission flag is set

Document is not image-only PDF

Document is tagged PDF

Document structure provides a logical reading order
@ Text language is specified

Document title is showing in title bar

Bookmarks are present in large documents

Document has appropriate color contrast

Select All Clear All

Show this dialog when the Checker starts

Help Cancel
Accessibility report popup

(OPTIONAL) “Create accessibility report” will make a file that will be downloaded to
your computer. If you don’t want this, make sure it is unchecked
Ensure that it says “Checking Options™ (32 of 32 in all categories). If not, do the
following:

a. Click on the dropdown menu next to “Category”

b. Go to each of the 4 options and check to make sure each available option is

checked

Click “Start Checking”
The right sidebar should now be expanded and (after loading) will show a header titled
“Accessibility Checker” along with some expandable sections that lists out the number of
the types of issues encountered
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x  Accessibility Checker
> Document (2 issues) DE
y Page Content (1 issue) [I—3
y Forms
y Alternate Text
y Tables Z
3 Lists 8]
> Headings
1
2
A4
3,

Accessibility Checker test results

8. It is important to note that the number next to the different sections is not the total
number of issues associated with that. It is the number of subtypes of issues found related
to the overall section

9. IMPORTANT: The document section will always have 2 issues. This is because
“Logical Reading Order” and “Color Contrast” need to be manually checked as the
program is not able to check this.

10. These steps will typically give you a general idea of how much work will need to be done
on the document. Some users may find it best to fix these specific issues first, however
the author of this guide believes that it is more efficient to follow the next few steps
before focusing on the problems mentioned in the report.
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x  Accessibility Checker

v Document (2 issues) e

Accessibility permission flag - Passed
Image-only PDF - Passed @
Tagged POF - Passed

-3 Logical Reading Order - Needs manual che Z

Primary language - Passed @
Title - Passed
Bookmarks - Passed
u Color contrast - Needs manual check
» Page Content (1 issue)
3 Forms
3 Alternate Text
3 Tables
3 Lists 1
3 Headings 2

Accessibility Checker test results

Check Document’s Metadata

The metadata of a PDF has multiple purposes. Some aspects of it like the title or subject
can be used by assistive technologies to give the user a basic understanding of what the
document is about, but it can also be used for easier searching in databases.

1. Click on the “Menu” button at the top left of the screen with the three lines next to it for a
dropdown menu to appear
2. Click on “Document Properties” near the bottom while will open a popup menu
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Document Properties X
'DESC”DUOI’VE Security Fonts Initial View Custom Advanced
Description

File: Governor-Moore-Launches-the-Digital-Infrastructure-Group(DIG)-to-Advanc e-Statewide-Broadband-Expansion-Boost-State-Revenue-and-Opt

Title: Ie Launches the Digital Infrastructure Group to Advance Statewide Broadband Expansion, Boost State Revenue, and Optimize State Spending

Author- [DolT

Subject: |Guvernur Moore Launches the Digital Infrastructure Group (DIG) to Advance Statewide Broadband Expansion, Boost State Revenue, and

Keywords: |Governor Moore, Digital Infrastructure Group, DIG, Broadband Expansion, State Revenue, State Spending

Created: 3/3/2025 10:01:06 A Additional Metadata._
Modified: 4/16/2025 1:33:10 PM

Application:

Advanced
POF Producer: Skia/PDF m133 Google Docs Renderer
PDF Version: 1.7 {(Acrobat 8.x)
Location: C:\Users\alex poppa\Downloads\

File Size: 14570 KB (149,198 Bytes)

Page Size: 8.50x11.00in Number of Pages: 2
Tagged PDF:  Yes Fast Web View: No
Help OK I Cancel
Metadata popup

3. Ensure that the Title, Author, Subject, and Keywords section all have some sort of
appropriate information filled in. If not, fill them out based on the following criteria:

a. Title: The title should not be the same as the file name and reflect the main topic
or purpose of the document, making it easy for users to understand at a glance

b. Author: Include the name of the document's primary author. For collaborative
efforts, list all contributors or the team responsible

c. Subject: Provide a brief but informative summary of the document's subject
matter. Be specific and use keywords that align with the content

d. Keywords: Choose keywords wisely, considering terms that users might use
when searching for the document. Include both general and specific keywords to
broaden the document's discoverability. If you don't know which keywords to add,
consider the ones from the title or subject. Ensure that each keyword/phrase has
commas between them to separate them

Taggin

This is typically the longest part of ensuring a document is accessible as there are many
aspects that go into ensuring that all pieces of content in a PDF are tagged correctly. While the
following will try to describe everything related to tagging in detail, watching some of the videos
in the “Helpful Documents and Videos” section might be of extreme use to some individuals.
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Tag Meanings

There are 37 standard PDF tags which each has their own individual meaning. Below we
have grouped together the different tags under what they are generally associated with.

Container elements

Container elements are the highest level of element and provide hierarchical grouping for
other block-level elements.

e Document: The root element of a document’s tag tree. IMPORTANT: EVERY PDF
NEEDS TO HAVE A DOCUMENT TAG WITH EVERY OTHER TAG AS A CHILD
OF THIS

e Part: A large division of a document; may group smaller units of content together, such
as division elements, article elements, or section elements. This tag is not necessary, but it
can help screen reader users cognitively separate content sections from each other

e Div: Division element. A generic block-level element or group of block-level elements.
This tag is not used very often

e Art: Article element. A self-contained body of text considered to be a single narrative.
This tag is not used very often

e Sect: Section element. A general container element type, comparable to Division (DIV
Class=“Sect”) in HTML, which is usually a component of a part element or an article
element. This tag is not necessary, but it can help screen reader users cognitively separate
content sections from each other

Heading and paragraph elements

Heading and paragraph elements are paragraph-like, block-level elements that include
specific level heading and generic paragraph tags. The six levels of headings (H1 to H6) should
never skip levels (such as going from H2 to H4 without an H3 in between).

e H: Heading element. This tag is not used

e H1: Heading 1 element. This is the title of your document. There should only be one H1
for the entire document

H2: Heading 2 element. This is the highest-level sub-headings in a document

H3: Heading 3 element. This is a third level heading

H4: Heading 4 element. This is a fourth level heading

HS: Heading 5 element. This is a fifth level heading

H6: Heading 6 element. This is a sixth level heading

P: Paragraph element. This tag is used for any plain text and is one of the most common
tags
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[abel and list elements

Label and list elements are block-level elements used for structuring lists. IMPORTANT:
THERE IS A SPECIFIC ORDER TO THE NESTING OF LIST-RELATED TAGS: in order for a
screen reader to properly convey the information in a list, there must be an overall List tag,
followed by as many List Item tags as there are elements in the list. Each List Item tag should
then have one Label and one List Item Body tag. See image below for an example of a list with

one (1) element in it:

G <LBody=

Dypical list hierarchy

e L: List element. Any sequence of items of similar meaning or other relevance; immediate
child elements should be list item elements

e LI: List item element. Any one member of a list; may have a label element (optional) and
a list body element (required) as a child

e Lbl: Label element. A bullet, name, or number that identifies and distinguishes an
element from others in the same list

e LBody: List item body element. The descriptive content of a list item

Special text elements

Special text elements identify text that isn’t used as a generic paragraph (<P> tag).

e BlockQuote: One or more paragraphs of text attributed to someone other than the author
of the immediate surrounding text
Caption: A brief portion of text that describes a table or a figure
Index: A sequence of entries that contain identifying text and reference elements that
point out the occurrence of the text in the main body of the document. This tag is not
used very often

e Annot: An annotation element. A comment someone has left on a document

Table of contents elements

These tags are used if a table of contents is present in the document.
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e TOC: Table of contents element. An element that contains a structured list of items and
labels identifying those items; it has a similar hierarchy to lists with an overall TOC tag
followed by as many TOCI tags as there are elements in the table of contents

e TOCI: Table of contents item element. An item contained in a list associated with a table
of contents element. Each TOCI tag should have a Reference tag as an immediate child

Table elements

Table elements are special elements for structuring tables.

e Table: A 2D arrangement of data or text cells that contains table row elements as child
elements. It may have a caption element as its first or last child element. Regardless, its
immediate children should be as many Table Row tags as there are actual rows

e TR: Table row element. One row of headings or data in a table; may contain table header
cell elements and table data cell elements as its immediate children

e TH: Table header cell element. A table cell that contains header text or data describing
one or more rows or columns of a table. Each table needs at least one of these tags
somewhere

e TD: Table data cell element. A table cell that contains nonheader data

Inline-level elements

Inline-level elements identify a span of text that has specific formatting or behavior. They
are differentiated from block-level elements. Inline-level elements may be contained in or
contain block-level elements.

e BibEntry: Bibliography entry element. A description of where some cited information
may be found. This tag is not used very often

o Quote: An inline portion of text that is attributed to someone other than the author of the
surrounding text. It's different from a block quote, which is a whole paragraph or multiple
paragraphs, as opposed to inline text. This tag is not used very often

e Span: Any inline segment of text; commonly used to delimit text that is associated with a
set of styling properties such as bold, underlined, or italicized

Special inline-level elements

Similar to inline-level elements, special inline-level elements describe an inline portion of
text that has special formatting or behavior.

Code: Computer program text embedded within a document
Figure: A graphic associated with the text. These need some sort of alternative text, but
that is a separate not related to tags

e Form: A PDF form annotation that can be or has been filled out
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Formula: A mathematical formula. This tag is not used very often
Link: A hyperlink that is embedded within a document. The target can be in the same
document, in another PDF document, or on a website. IMPORTANT: ALL LINKS TAG
NEED A LINK - OBJR TAG AS AN IMMEDIATE CHILD. The OBJR tag should be
autogenerated when correctly tagging something as a link and inputting its target location
e Note: Explanatory text or documentation, such as a footnote or endnote, that is referred
to in the main body of text
e Reference: A citation to text or data that is found elsewhere in the document. Often used
as a parent for Link tags especially in a table of contents

Autotagging

Using the autotag feature is optional, but it is often a very helpful tool. There are two
situations where it would typically be a good idea to utilize this feature.

1. Situation 1: The document has no tags at all. This can be easily seen when going to the
Tags panel on the right side and seeing nothing displayed under the initial “Tag” header

x  Accessibility tags ® - @

B
A

>

Tag panel

2. Situation 2: If there are already tags on the document, it is best practice to skim all of
them and generally see if they are appropriate. If they aren’t (like everything being tagged
as plain text for example), then it might be in your best interest to use the autotag feature.



PDF Remediation Guide 18

In either case, there are two primary ways to have the system automatically tag the

document.

1. Click on the icon of a document with a tag on the toolbar and click “Confirm”

Automatically tag documents

for accessibility

=
E‘E

Toolbar

2. Right click on the “Tags” button in the Tags panel. Right clicking on any empty space in
this panel does not do anything. From there, click “Autotag Document” and then

“Confirm”



PDF Remediation Guide 19

x  Accessibility tags ® -

®

g

New Tag. .

Autotag document
Increase font size(y)

Delete Tag
Delete Empty Tags

Reading Order (x)
Find...
Edit Class Map. ..
Edit Role Map. ..
+ lag Annotations
v Document is Tagged PDF
v Apply Role Mapping to Tags
+ Highlight Content
Properties. .. '2

Tag panel with popup menu

Manual Testing

After deciding whether or not to autotag the document, it is imperative that you go
through each tag and ensure that they are appropriate and fix the ones that are not.

Creating New Tags

If you want to add a new tag into the tag list, right click on any tag and then click “New
Tag”. This will create a pop-up window where you can select what kind of tag you wish to create
along with a possible title for that tag (which is completely optional). Then click “Ok” to see
your new empty tag appear underneath the original tag you right clicked on.
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v @ Tags mi
=Document=
v @ [—D
> ql =P=
, q B 4
s o - I
> a <t Autotag document
> a <] Increase font size(y) Ctrl+Plus
N a <t Cut
Delete Tag
> §F =L
Delete Empty Tags
> §F
a Reading Order (x)
> € <F
Find Tag from Selection
> §F :
Create Tag from Selection
> q <F Find...
> 1 = Copy Contents to Clipboard
> q < Edit Class Map...
> §F Edit Role Map..
> ® <F ~ TagAnnotations

W

@ <k« Document is Tagged PDF

> gl v Apply Role Mapping to Tags

> @ v Highlight Content
Properties. ..

> G

Tag panel with popup menu
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Deleting Tags

If you wish to delete a tag from the hierarchy, it is as simple as right clicking on the tag
and selecting “Delete Tag”. It is important to note that if this tag has any children, those children
will be deleted along with it.

Moving Content

Moving content whether it is a piece of text, image, or another tag is very simple. All you
need to do is click and drag on the item you want to move. However, it is important to note that
when moving something, a black bar will appear which indicates if the currently held content
will be placed either below whatever is currently being hovered over or become a child of it. A
smaller line underneath solely the textual title of the tag indicates that letting go of the mouse
button will make it a child while a longer line covering the entirety of the bottom of the tag
means it will just be placed below it.

Will become a child of the text tag

Changing What Content is Part of a Content Tag

There will be times where the elements within a Content tag contain too much/little
information and may include items that would usually span multiple tags. This occurs the most
often with lists as many pretagged documents will display the entirety of a list as text instead of
having the correct order of tags with denoting items such as bullet points as labels and text as the
list item body. Luckily, there exists ways to change this.

Separating out Content or Making a new Tag

1. Find whatever content is grouped incorrectly in the Tags panel and select it
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x  Accessibility tags ® -
Maryland e .

Aol Secretoy >
> @+
3 > o(L)

support; and hiring for a new Al Enablement team at Dol to get in place relevant expertise and

DEPARTMENT OF
INFORMATION TECHNOLOGY

Bxoo 2o

“incubate” initiatives. > @ >
A number of agencies also set up their own working groups and innovation teams, in order to > q <P>
think through domain-specific policy, adoption, and use cases, and experimented with
commercial-of-the-shelf GenAl tools like ChatGPT, Claude, and Gemini. Throughout, we > @ H
engaged with industry, civil society, academia, and federal/county/municipal govemments
across Maryland, the US, and abroad to ensure our approaches are rooted in evolving best > q <>
practices, without re-inventing the wheel.

> € <P~
2025: Experimentation and momentum-building

> q <P>

In 2025, we will build momentum on these efforts, clarify operating models, and in particular,
beek to increase the pace of experimentation, iteration, and adoption. Our high-level strategy <Ha>
n be encapsulated as follows. v @

2025: Experimentation and momentur

s gt

(1) Mature the State’s Al govemance capabilities

« Current use of Al in the State is relatively minimal, and existing risk management

processes have been sufficient as the de facto approach. However, as the volume of Al > <
requests and solutions in use and production increase in 2025 onwards, the unique risk
management needs for Al systems during intake, procurement, deployment, and > @ e
monitoring willincrease in tandem. 3
 Ensure adherence to the principles' outlined in the Govemor's Al EO, as well as existing > 4§ <Note>
legal and policy , by amore formal Al
framework and associated artifacts via the State's software intake and procurement > O <= 17
processes. We will streamline and integrate that framework into existing risk
management processes and terate from a minimum viable *v1” version to greater 5 @ <>
maturity over the year. -~
« Agencies will build more sector-specific guidelines on top of, or integrated within, this <>
process as needed, > ¢ -
‘ ) ) > 4 <He>
(2) Strengthen the State’s data foundations
R c
—_— > 4 <He> @
'Principles: (1) Faimess and equity; (2) Innovation; (3) Privacy; (4) Safety, security, and resiliency; (5) a4

Validity and reliability; and (6) Transparency, accountability, and explainabilty

> @

BOAAANAGOY - 4o 3708 > F <H2>

JORNN Ol

Both the header and plain text are in the same content tag when they should be separate

2. Highlight whatever the part of the text you would like to separate out from the content
tag. IMPORTANT: ENSURE THAT THE CONTENT TAG IN THE TAG PANEL HAS
A GRAY BOX AROUND IT OR THIS METHOD WILL NOT WORK

x  Accessibility tags @ -

Wes Moore | Governor
2BMa ryland s
DEPARTMENT OF Katis Savage | Secretary > 4 <TOC>
INFORMATION TECHNOLOGY
> @ e

3 I > g

support; and hiring for a new Al Enablement team at DolT to get in place relevant expertise and

Bxeo=o

“incubate” initiatives. > @ <He
A number of agencies also set up their own working groups and innovation teams, in order to > € <P>
think through domain-specific policy, adoption, and use cases, and experimented with
commercial-off-the-shelf GenAl tools like ChatGPT, Claude, and Gemini. Throughout, we > F <He
engaged with industry, civil society, academia, and federal/county/municipal govemments
across Maryland, the US, and abroad to ensure our approaches are rooted in evolving best > € <P>
practices, without re-inventing the wheel.

> q P
2025: Experimentation and momentum-building

<P

In 2025, we will build momentum on these efforts, clarify opel - N o 2 - > 1
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can be encapsulated as follows. v §F

2025: Experimentation and momentur

> <H=

(1) Mature the State’s Al governance capabilities

o Currentuse of Al in the State is relatively minimal, and existing risk management

processes have been sufficient as the de facto approach. However, as the volume of Al > g
requests and solutions in use and production increase in 2025 onwards, the unique risk
management needs for Al systems during intake, procurement, deployment, and > F <
monitoring will increase in tandem. 3
«  Ensure adherence to the principles’ outlined in the Govemor's Al EO, as well as existing > <Note>
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Selecting content that the user wants to separate
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3. Right click on THE CONTENT TAG WITH THE GRAY BOX and click “Create Tag
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&Maryland o
DEPARTMENT OF Katie Savage | Secretary
INFORMATION TECHNOLOGY

3

support; and hiring for a new Al Enablement team at DolT to get in place relevant expertise and
“incubate” initiatives.

A number of agencies also set up their own working groups and innovation teams, in order to
think through domain-specific policy, adoption, and use cases, and experimented with
commercial-off-the-shelf GenAl tools like ChatGPT, Claude, and Gemini. Throughout, we
engaged with industry, civil society, academia, and federalicounty/municipal govemments
across Maryland, the US, and abroad to ensure our approaches are rooted in evolving best
practices, without re-inventing the wheel.

2025: Experimentation and momentum-building

In 2025, we will build momentum on these efforts, clarify operating models, and in particular,
seek to increase the pace of experimentation, iteration, and adoption. Our highevel strategy
can be encapsulated as follows.

(1) Mature the State's Al governance capabilities

« Current use of Al in the State is relatively minimal, and existing risk management

processes have been sufficient as the de facto approach. However, as the volume of Al

requests and solutions in use and production increase in 2025 onwards, the unique risk

management needs for Al systems during intake, procurement, deployment, and

monitoring will increase in tandem.

Ensure adherence to the principles’ outlined in the Govermor's Al EO, as well as existing

legal and policy by lizing a more formal Al

framework and associated arfifacts via the State’s software intake and procurement

processes. We will streamline and integrate that framework into existing risk

management processes and iterate from a minimum viable "1 version to greater

maturity over the year.

« Agencies will build more sector-specific guidelines on top of, or integrated within, this
process as needed.

(2) Strengthen the State’s data foundations

"Principies: (1) Faimess and equity; (2) Innovation; (3) Privacy; (4) Safety, security, and resiliency; (5)
Validity and reliability; and (6) Transparency, accountabilty, and explainability

]
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x

Accessibility tags @® -

> o <TOC»>
> o <H2> [_D
> o <L=

> o <H2>

> ﬂ <P Lrcl
> @ New Tag..
s g P Autotag document

Increase font size(y)
> 1 Cut
> q <P

Delete Tag
v a <Hj3_ Delete Empty Tags

L Reading Order (x)

> a <Hé Find Tag from Selection
> &<
> a <H4 Find
> F No Change Tag to Artifact
> a <L> Copy Contents to Clipboard
> & <H4 Edit Class Map
> F L= Edit Rale Map

Tag Annotations
s g Y
> O<L>
> g <H4

<L>

> a + Highlight Content
<H2

4 a Properties

+ Document is Tagged PDF

Show in Content Panel

<

Apply Role Mapping to Tags

Right clicking on the grayed out content grouping

4. There should now be two separate content tags. You can put them under the correct
parent tag by moving them around as you wish
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commercial-oft-the-shelf GenAl tools ke ChatGPT, Claude, and Gemini. Throughout, we >
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across Maryland, the US, and abroad o ensure our approaches are rooted in evolving best > € <P>
practices, without re-inventing the wheel.
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Separated content tags

Combining Content

If you wish to combine two content tags, there is a completely different method to do that
unrelated to the above procedure.

1. Access the Content panel on the right sidebar and find the page with the associated
content



PDF Remediation Guide 25

Maryland e
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SERVICEpGREENENT
Botweer]]
The|Maryland[Department of jnformationf[Technology{ and |
Thq}:ustomelﬂ
Fol

ManagedfFirewalffserviced]

ervicelagreementforms]a part of the {orE ing]f
epartme formatior{frechnologyf} “DorT{and ineserviced]

uslumer The arties]hgreefas Jollows

{] BevicelPescriptior]

i Dol T Infrastructure]Managed Frewall service s a Comprehensive securlty soldtion
tincludes a DolT-managed perimeter Palo Alto Networks firewall that helps customers
ntrol network traffic based on their requested firewall rules. Additionally, it protects
ustomer resources from malicious aftacks using an intrusion prevention system (IPS),
dvanced threat protection, advanced URL fitering, matware protection, application

ntrol, and virtual private network (VPN) access.

IThe firewall pair provided in this service is located at two separate world-class data
enters in Maryland and are monitored 24x7x365 for security events by the Maryland
ecurity Operations Center (MDSOC). The DolT firewall team is responsible for
jmplementing all customer-raquestad firewall rule changes, monitoring security events,
Inaintaining the health and availability of the firewall infrastructure, performing software
nd hardware upgrades, managing firewalllicenses, and assisting the customers with

froubleshooting network traffic issues.

x Content

v ffy DolT_Senice_Agreement_Managed_Firewa

v [ Paged
[3 Annotations
3 g Container <Artfact> Path

Container <Figure> Image (7% w975
5 fig Container <H1> SERVICE AGREEMEN
> & Conlainer <H1= Between The Nanan:
> g Container <P~ This Sevice Agreemen
> iy Container <H2> |

> g Container <H2> Service Description
~ g Container <P>The DolT Infrastructure

Text T

Text Infrastructure

Container <P> Managed Firewall se

Text Managed Firewall senice is

Container <H3> A

EtandardE 10
) Ezndzrdbarvce] > g Container <ShleSpan> Standard Seni

0 ncludedwith the ptandardp
i m‘_ Frenail oar] > g Container <P> The following compone ~
2 [ManagedFirewallbupporfteam | > g Container <Lol> 1 v
m ncideniimonitoring -

> iy Conteiner <LBody> Highly available P2 |~
> g Container <Lol> 2

> g Container <Body- DolT Infrastructure

Container <Lbl> 3,

Open Content panel

2. Find the two (or more) containers from the list in the right sidebar that contain the content
you wish to combine and open them (in this case text)

Find text or tools Q B & = @

x  Content

ioare | Governor
a ry an A.unau.uu\ Lt Governor i DolT_Senice_Agreement Managed_Firewa

DEPARTMENT OF avage | Secretary
INFORMATION TECHNOLOGY v [§ Page1

%) Annotations
FERVICE AGREEMENT

Between

> g Container <Arifact- Patn

> iy Container <Figure> Image (7) w.875 1

The Maryland Department of Information Technology and » s Containsr <Ht SERVICE AGREEMEN

The Customer

3 g Container <H1> Between The Waryian:
For

p oo e

> iy Container <P> This Senics Agreemen

Managed Firewall Services
> iy Container <H2>1

This Service Agreement forms a part of the Memorandum of Understanding between > g Container <H2> Senice Deseription
the Maryland Department of Information Technology (“DolT”) and the Serviced M
Customer. The parties agree as follows: E

Tert T
I. Service Description

[The DolT Infrastructure] Managed Firewall service is a comprehensive security solution.
[tincludes a DolT-managed perimeter Palo Alto Networks firewallthat helps customers
control network traffic based on their requested firewall rules. Additionally, it protects
customer resources from malicious attacks using an intrusion prevention system (IPS),
advanced threat protection, advanced URL fittering, malware protection, application
control, and virtual private network (VPN) access.

The firewall pair provided in this service is located at two separate world-class data
centers in Maryland and are monitored 24x7x365 for security events by the Maryland
Security Operations Center (MDSOC). The DolT firewall team is responsible for
implementing all customer-requested firewall rule changes, monitoring security events,
maintaining the health and availability of the firewall infrastructure, performing software g Container <P~ Managed Firenall e
and hardware upgrades, managing firewalllicenses, and assisting the customers with

troubleshoofing network traffic issues.

Text Infrastructure

Text Managed Firewall semvice is

> iy Container <H3=A

A. Standard S 10
indard Service: > sy Container <StyleSpan~ Standard Seni

The following components are included with the standard service:

1. Highly available Palo Alto Networks firewall pair » iy Container <P>The following compone -
2. DolT Infrastructure Managed Firewall support team » g Conlainer <Lbi> 1 -
3. MDSOC 24x7x365 security incident monitoring b

4. Palo Alto Networks support > & Container <LBody> Highly available Pz c
5. A custom built virtual firswall based upon customer preferences

6. Virtual Private Network (PN} configuration > iy Container <Lbl-2

> & Container <LBody> DolT Infrastructure

> iy Container <Lbl- 3.

Combining text elements in the Content panel
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3. Click and drag the text elements from one container to another so that they are all within

the same container to effectively combine them

Find text or tools Q R ® =
x Content - @
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For a
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Managed Firewall Services
> g Container <Hz> |
This Service Agreement forms a part of the Memorandum of Understanding between > i Container <H2- Service Description
the Maryland Department of Information Technology (‘DolT") and the Serviced & Contaner <>
Customer. The parties agree as follows:
« g Container <P>The DelT Infrastruciure
I.  Service Description
> [ Te T
Tie DOIT Infrastructure Managed Firewall service is @ comprehensive security solution
tincludes a DolT-managed perimeter Palo Alto Networks firewall that helps customers > [@ Texthe
ontrol network traffic based on their requested firewall rules. Additionally, it protects Toxt
ustomer resources from malicious attacks using an intrusion prevention system (IPS), 4
dvanced threat protection, advanced URL fitering, malware protection, application > [ Text
ontrol, and virtual private network (VPN) access.
> [x] Text DoT
[The firewall pair provided in this service is located at two separate world-class data ot
enters in Maryland and are monitored 24x7x365 for security events by the Maryland > @
ecurity Operations Center (MDSOC). The DolT firewall team is responsible for y [Tt
mplementing all customer-requested firewall rule changes, monitoring security events,
aintaining the health and availabilty of the firewall infrastructure, performing software > [ Text Infrastructure
nd hardware upgrades, managing firewall licenses, and assisting the customers with
roubleshooting network traffic issues. > [@ Text Managed Firewall senice is
> g Container <H3>A
10
A. Standard Service > g Container <StleSpan> Standard Seni
The following compenents are included with the standard service: < Container <P> The following componal | A
1. Highly available Palo Alto Natworks firswall pair >N 9 comp
2. DolT Infrastructure Managed Firewall support team > iy Container <Lbl1 v
3. MDSOC 24x7x365 security incident monitoring =
4. Palo Alto Networks support > g Container <LBody> Highly salabie Pe
5. A custom built virtual firewall based upon customer preferences
6. Virtual Private Network (VPN) configuration > iy Container <Lol=2
> i Container <LBody> DolT Infrastructure “
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Q

Successfully combined text elements

Tagging Content as an Artifact

Artifacts are not read out by screen readers and are essentially ignored by most assistive
technologies. There are multiple reasons why you might want to tag something as an artifact
including an image being purely for decoration with no inherent content value or there being an
extra line at the end of a document that would be read out by screen readers.

1. Select the content tag you wish to tag as an artifact in the Tags panel

2. Right click on it and select “Change Tag to Artifact”

3. A pop-up should appear. You can simply click “Ok” without selecting anything
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Create Artifact X
Artifact Type: Attach to Side(s):
© Page [ Left
(") Pagination (] Top
() Layout (] Right
() Bottom

Create Artifact popup menu

4. Tt should disappear from the tags
5. If the content was a child of a parent tag and the parent is now empty, it is best practice to
now remove the empty tag

Tagging Using the Reading Order Panel

There is another way to mass tag content that some users may prefer especially if the
document did not come with any tags.

1. Click on the Reading Order button in the toolbar (the icon with two boxes with arrows
pointing in opposite directions)
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» 0~ 0 E

& O %I

e

W FReading Order

Toolbar

2. This should open a popup and change the general view of the document to have multiple
gray boxes



3. With this popup open, draw a rectangle around content that you would like to tag. Then
click the appropriate option in the popup menu to tag everything in that rectangle as that

tag
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Draw a rectangle around the content then click one of

the buttons below g
TestParagraph Figure
Form Field Figure/Caption
Heading1 | Heading4 Tale
Heading2 | Headings cell
Headng3 = Heading 6 Formula
Reference (@) | Note@  Backgroundatiact

Edito

Show page content groups [ |

(O Page content order

Structure tipes

{8 Show table cells [ ]

(B Display like elements in a single block

(8 Show tables and figures [ ]
Clear Page Structure. Show Order Panel
Help Close
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SERVICE AGREEMENT
Between
The Maryland Department of Information Technology and

The Customer
For

Managed Firewall Services

is Service Agreement forms a part of the Memorandum of Understanding between
e Maryland Department of Information Technology (“DolT") and the Serviced
Customer. The parties agree as follows:

Service Description

The DolT Infrastructure Managed Firewall service is a comprehensive security solution.
Itincludes a DolT-managed perimeter Palo Alto Networks firewal that helps customers
control network traffic based on their requested firewall rules. Aditionally, it protects
customer resources from malicious attacks using an intrusion prevention system (IPS),
advanced threat protection, advanced URL fitering, malware protection, application
control, and virtual private network (VPN) access.

The firewall pair provided in this service is located at two separate world-class data
centers in Maryland and are monitored 24x7x365 for security events by the Maryland
Security Operations Center (MDSOC). The DolT firewall team is responsible for
implementing all customer-requested firewall rule changes, monitoring security events,
maintaining the health and availabilty of the firewall infrastructure, performing software
and hardware upgrades, managing firewalllicenses, and assisting the customers with
troubleshooting network traffic issues.

dard Service
The following components are included with the standard service:
7

Fighly available Palo Alto Networks frewall pair
DoIT Infrastructure Managed Firewall support team

MDSOC 24x7x365 security incident monitoring

Palo Alto Networks support

A custom built virtual firewall based upon customer preferences
Virtual Private Network

o

o0

Reading Order panel opened

Reading Order

Draw a rectangle around the content then dlick one of

e Bt e =
Form Field Figure/Caption
Heading 1 Heading 4 Table
Heading 2 Heading 5 Cell
Heading 3 Heading § Formula
Reference (@) Note () Background/Artifact

{8 Show page content groups ]
© Page contentorder
) Structure types
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@ Dispiayike elements in a single block

{8 show tables and figures u
Clear Page Structure. Show Order Panel
Help Close
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SERVICE AGREEMENT
Between
The Maryland Department of Information Technology and
The Customer
For

Managed Firewall Services

'S Service Agreement forms a part of the Memorandum of Understanding between
Maryland Department of Information Technology (*DoIT") and the Serviced
Customer._The parties agree as follows:

Service Description

[ pndard Service
The following components are included with the standard service:

Fighly avaiiable Palo Alto Networks frewall pair
Dol Infrastructure Managed Firewall support team
MDSOC 24x7x365 securty incident monitoring
Palo Alto Networks support
A custom buitt virtual firewall based upon customer preferences
Virtual Private Network

B

Before clicking text/paragraph
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Figure - Logo for Maryland Department o
3
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“ INFORMATION TECHMOTO!
Reading Order n
SERVICE AGREEMENT
Draw a rectangle around the content then click one of Between
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The Maryland Department of Information Technology and
TextParagraph Figure The Customer

For

Managed Firewall Services

'S Service Agreement forms a part of the Memorandum of Understanding between
/e Maryland Depariment of Information Technology (‘DolT") and the Serviced
Formula Customer._The parties agree as follows'

BackgroundiArtifact Service Description

e DolT Infrastructure Managed Firewall service is a comprehensive securfy solution

includes a DolT-managed perimeter Palo Alto Networks firewall that helps customers
control network traffic based on their requested firewall rules. Additionally, it protects
customer resources from malicious attacks using an intrusion prevention system (IPS),
advanced threat protection, advanced URL filtering, malware protection, application
control, and virtual private network (VPN) access.

{8 Show page content groups [ |

Page content order
The firewall pair provided in this service is located at two separate world-class data

(O structure tipes centers in Maryland and are monitored 24x7x365 for security events by the Maryland

Security Operations Center (MDSOC). The DolT firewall team is responsible for

Show table cells L] implementing all customer-requested firewall rule changes, monitoring security events,
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Palo Alto Networks support
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Virtual Private Network (VPN) configuration
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After clicking text/paragraph

4. Note: the Reading Order panel can also be used to show the types of tags present instead
of the reading order. Simply select the “Structure types” on the panel to change the
numbers at the top left of the gray boxes to their associated tags
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Maryland Department of Information Technology (“DolT") and the Serviced
Formula Customer. The parties agree as follows:

) Note (2) BackgroundiArtifact Service Description

Dol Infrastruciure Managed Firewall service is a comprehensive security solufion
cludes a DolT-managed perimeter Palo Alto Networks firewall that helps customers

EDE control network traffic based on their requested firewall rules. Additionally, it protects
customer resources from malicious attacks using an intrusion prevention system (IPS),
advanced threat protection, advanced URL fitering, malware protection, application

(8 Show page content groups n

control, and virtual private network (VPN) access.
) Page content order
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Color Contrast

It is important to ensure that the color contrast throughout the document is consistent with
the WCAG 1.4.3 guideline. This can be done with whatever tool is preferable, but WebAIM:
Contrast Checker is a useful tool if needed. If the color contrast does not meet the necessary
threshold, there are multiple ways to proceed depending on what the situation is. If the problem
is with an image or you do not have edit access, you should make a note about it and move on.
However, if it is expected that you will fix this issue and it is related to some text-based content,
follow the below steps

1. Swap the current view to Edit mode. This can be done by selecting the Edit button at the
top left

2. Highlight the text of choice and then click the color box next to the font size on the left
side of the program

All tools Edit Convert E-Sign o (d Find]|
N 25
3 sMaryland
Arial v
2.
(<]

order to increase opportunities
B = Strengthen and expand the Sta
upskillng mechanism across state, courll. and local government
&

©] ‘{(53 Study and cohere state approaches to Al in critical domains }

MODIFY PAGE

(G E: N 1 A B

tudies and their outputs should provide a solid foundation to ensure
ar pecific

£[] Organize pages =3

Study Topics & 2025 Roadmap

As mandated and outined by SB818, and to exec

ADD CONTENT

ind General Assembly. Outputs of these
e reports, prioritized recommendations, pilot
in policy.

T4 Text

jency workstrea

EF Image

[ Header and footer |

Watermark ,

& Link

Changing the color of text

3. Change the color to something that fits within the color contrast ratio

4. IMPORTANT: Changing the color of text often messes with the tags associated with it
and possibly the contents surrounding it. Swap back to the All Tools mode in the top left
to ensure that you don’t accidentally edit anything else, and look at the content tags with
the text in them. There is a good chance that they are most likely empty. In order to solve
this, you will need to manually retag all the content (see Changing What Content is Part

of a Content Tag)


https://webaim.org/resources/contrastchecker/
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Reading Order

It is important to make sure that the reading order of the document is correct so that
screen readers go through the PDF in a logical order. Follow the steps below to check this.

1. Click on the Order button on the right panel. Your screen should now look something like
this:

Findtedortoos Q= B & & Share

LFlgure - Logo for Maryland Department o... x  Order @ - Q@

« £ DolT_Senvice_Agreement Managed_Firewall_Ser =

v [} Paget o
g [1] mage

)
DEPARTMENTOF

SERVICE AGREEMENT
Between
: B
The Maryland Department of Information Technology and
The Customer ] [3] This Service Agreement forms a part of
For
-1
[

Managed Firewall Services

is Service Agreement forms a part of the Memorandum of Understanding between 1A
& Maryland Department of Information Technology (“DoiT) and the Serviced L
Customer. The parties agree as follows 5 [7] Standard Senvice: The following compor
n Service Description 4 [8] 1. Highly available Palo Atto Networks fir
DolT infastructure Managed Firewall service 1s a comprehensive Securty soiution
\cludes a DolT-managed perimeter Palo Alto Networks firewall that helps customers >[4 Page2
control network traffic based on their requested firewallrules. Additionally, it protects
customer resources from malicious attacks using an intrusion prevention system (IPS), > [ Page3
‘advanced threat protection, advanced URL fitering, malware protection, application
control, and virtual private network (VPN) access. > [} Page4
‘The firewall pair provided i this service s located at two separate world-class data > [ Pages
centers in Maryland and are monitored 24x7x365 for security events by the Maryland 1
Security Operations Center (MDSOC). The Dol firewall team is responsible for > [ Pase
implementing all customer-requested firewall rule changes, monitoring security events,
maintaining the health and availabilty of the firewallinfrastructure, performing software Page 7 10
‘and hardware upgrades, managing firewall licenses, and assisting the customers with > &
network traffic issues. s [ Pases R
Page 9
> [3 Pag o
ponents are included with the standard service: > [} Page 10

comy
E Highly available Palo Alto Networks firewall pair
DolT Infrastructure Managed Firewall support team c

3. MDSOC 24x7x365 security incident monitoring

4. Palo Alto Networks support

5. A custom built virtual firewall based upon customer preferences @

6. Virtual Private Network (VPN) configuration “
[}
Q

Reading Order panel expanded

2. Go through each page and ensure that the order of the elements makes logical sense
a. Ifnot, click and drag the content boxes on the right into their correct order
3. Once the overall larger elements have been corrected, right click on a content box in the
Order panel and deselect “Display like elements in a single box”
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0 il e Delete Selected Item Structure
char rocess

e = Clear page structure
- J
(2. Responsibility Mode! Tag as text/paragraph
— following contains a haustive list that describes the responsibilities for both > E Tag as background/artifact
IT and the customer and may be updated periodically. Updates will be considered

effective 14 calendar days from the posting date of the new service agreement. > E Tag as figure

Netws Tag as figure/caption
IT shall IJe responsible for the following actwmes in coordination with the > E
Customer receiving DolT enterprise managed services

Tag as table

Develop the statement of work (SOW) for the Managed Firewall service. > E Tag as cell
Monitor firewall security events 24x7x365 and escalate issues in > E N

accordance with the DolT incident response plan. Tag as form field

3. Create custom firewall policies built to meet the customer’s specifications. i

4. Provision Panorama access for approved users. > E Tag as formula

5. Bear the cost of maintaining the Palo Alto Networks subscription and J
support licenses. > B Tag as heading 1

6. Implement customer requested changes [routine and emergency] ~
following Dol T's change management procedures. Tag as heading 2

7. Maintain backups of the customer’s firewall configuration every 24 hours. N

8. Schedule maintenance and notify customers when the firewall Tag as heading 3
infrastructure (firewall, log collector, Panorama) will be unavailable due to T heading 4
maintenance. ag as heading 2

9. Initiate and fulfill the retum materials authorization ("RMA”) process with i
Palo Alto Networks in the event that the hardware/software is determined Tag as heading &
to be in a failed or faulty state and requires replacement. Tag as heading 6
Page 3 of 10 Tag as reference (q)

Tag as note ()

Reading Order panel popup menu

4. There should now be considerably more content boxes on screen especially if a list or
table is present. Go through these and ensure that these are also in a logical reading order

5. IMPORTANT: Moving around content in the Order panel sometimes affects the tags
associated with them and can have them change location in the Tags panel. Once you
have finished correcting the reading order, move back to the Tags panel and check if
anything has been shifted and correct it accordingly

Add Alternative Text for Images

If there are any images on the document, they need alternative text for screen reader users
(along with being tagged as a figure). There are multiple ways to do this, but we will focus on
the most efficient one for this guide.

1. Click on the little photo icon on the toolbar to open up a popup that highlights the
associated image alone with a text box to input alt text
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Review and set alternate text
for figures

Toolbar

2. Make sure to put something concise to summarize what is happening in the image. If
there are multiple images, you can click on the arrows at the top to focus on a different
one. After all of them have text, click “Save and Close”
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Wies Moare | Governor
L a ry Aruna Miller | Lt Governor

DEPARTMENT OF Katie Savage | Secretary
INFORMATION TECHNOLOGY

January 09, 2025
Contact: Nathan Mill

nathan milleri@mar €t Alternate Text X
443-346-3972
Governor Moo Image 1 of 1 tatewide
Broadband nding
Crownsville, MD: Alternate text: (] Decorative figure

Logo for Maryland Department of

On Tuesday, Januan ) hing the
Digital Infrastructu Information Technology =Y
collaboration among Wes Pu‘lcln_clnlre B ?D\LEFHEF ted
development of broa intemet
coverage, boost stat [ Save & Close l Cancel ital divide

across the state.

Alternative text for selected image

Redo the Accessibility Check

As the title of this section states, rerun the accessibility report to see what is left to be
done and complete them as needed. For example, if there is no primary language set for the
document, ensure that is fixed. Many of the issues can be solved by right clicking on them and
clicking “Fix” which opens a pop up on how to solve the issue. If you ever have a question about
what something means or how to go about solving it, right clicking and then clicking “Explain”
opens up a webpage that has a more indepth explanation.

Recheck Your Work

Once you have been satisfied with your work, make sure to recheck everything you’ve
done as sometimes interacting with one remediation aspect can affect another (especially when it
comes to tags and reading order). Once you are satisfied with everything and the accessibility
checker comes back with no issues (besides Logical Reading Order and Color Contrast if you did
not click “Pass” on those tests) along with ensuring the metadata has been correctly filled, you
are all done!
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Helpful Documents and Videos

Below are a list of various documents and videos that can help someone better grasp the
concepts discussed in this guide.

e Official Adobe Acrobat guide on how to make a document accessible:
https://helpx.adobe.com/acrobat/using/creating-accessible-pdfs.html

e Official Adobe Acrobat guide on using the Content and Tags panel:
https://helpx.adobe.com/acrobat/using/editing-document-structure-content-tags.html
PDF Remediation Basics: https://www.youtube.com/watch?v=ZPRhgbcd6 Wo
Creating Accessible Word Documents:
https://www.youtube.com/watch?v=IWRaw7krQug

e Multiple Tables, Lists and other PDF Remediation:

https://www.youtube.com/watch?v=Vh8Uq7Xx6KA
e Adobe Acrobat Basic Editing Tutorial:

https://www.youtube.com/watch?v=4MdkRRCm9IU
o Advanced PDF Accessibility with Adobe Acrobat Pro DC: Scanned Documents, Tables,

and Lists: https://www.youtube.com/watch?v=BiWPNDZMd68

Things to Always Remember

Below are listed some important tips to keep in mind when remediating a document.

e The highest tag in a hierarchy should always be a document tag with every single other
tag as a child of it

e If alist contains a sublist (aka when there is an indent in a list with slightly different
labels), make a new list item underneath the <LBody> tag of the associated list item.
Then follow the same order of list, list item, label, and list item body as a usual list


https://helpx.adobe.com/acrobat/using/creating-accessible-pdfs.html
https://helpx.adobe.com/acrobat/using/editing-document-structure-content-tags.html
https://www.youtube.com/watch?v=ZPRhqbcd6Wo
https://www.youtube.com/watch?v=lWRaw7krQug
https://www.youtube.com/watch?v=Vh8Uq7Xx6KA
https://www.youtube.com/watch?v=4MdkRRCm9IU
https://www.youtube.com/watch?v=BjWPNDZMd68

PDF Remediation Guide 37

prevention system (IDPS), and authentication. - O <L=
= Ensure that devices connected directly tor kMaryland are installed and designed in
a secure configuration, regularly monitored, and upgraded. > § L=
« Conduct, at least quarterly, reviews of the external network exposure:
& This could be achieved in several ways, including network port scans of al > § L=
assigned public IP addresses, attack surface detection services, or other tools > O .
+ Maintain the ability to suspend/temporarily deactivate the connection to
networkMaryland in the event that suspicious or malicious activity is detected > §F Lk
» Prohibit direct external access to high-risk or frequently abused network protocols (listed
below) except from specific, authorized, network addresses. > gL
* In atimely manner, respond to notifications from the State Security Operations Center
regarding reports of malicious activity, vulnerable services, or other security issues that v L
could create operational risk to the networkMaryland network. > f <Lo=
Statewide Government Intranet (SwGl) v @ sLBoay
* Implement all standards required for Internet connections as described above ~ O <Span>
AND = Ensure that all systems wi
+ Monitor the connection using advanced security functions such as content filtering,
intrusion detection systems, and intrusion prevention systems. ~ O <L=
+ Limit access for non-employees to only specific systems.
»  Use authentication where appropriate. v e
« Monitor and log all cennections to SwGl to include session information (e.g., source, 5
destination, session start, session end, bytes transferred, etc.). v Lo
o Ensure that all systems with access to SwGl are maintained in compliance with the e 7
Maryland IT Security manual. To include, at a minimum: d
v @ “LEoa ~
@ Maintain up-to-date antivirus protection I
o Are designed and maintained in a secure configuration, regularly monitored, and g Vuinerability identific v
updated. (e.g., Center For Internet Security Level 1 Baseline) N O <L C
100 Communt ty Place, Crownsville, MD 21032 | 300.301 West Preston Streot, Baltimore MD 21201 > @
" DOIT.MARYLAND.GOV 410-697.9700 @,
> O =H2=
2- > 4 P> &
Q

Correct list tag hierarchy

If a body of text is broken up into multiple content tags even if they are all within the
same paragraph, there is no need to combine them as long as there is no split in the
middle of a word. The screen reader will still read it without issue

Link - OBJR tags must always be the immediate child of a <Link> tag. The text/image
associated with the link appear after the OBJR tag

Tables always need at least one header cell

Page numbers should be marked as artifacts

Some documents are inaccessible simply based on how they were created, and changes
will need to be made to the source document to remedy this

If a table spans multiple pages, make sure it is all still under one single table tag instead
of multiple

If a link does not have an OBJR tag, right click the text, click “Edit Link”, then click
“Actions” in the popup, then copy the link address. Afterwards, close the popup and right
click the link again and click “Delete Link.” Highlight the text regularly and click
“Create Link”, and follow the steps to input in the desired location. After this is finished,
an OBJR tag should be generated

There will sometimes be a situation where it is genuinely easier to completely restart the
work you’ve done on a page instead of trying to keep fixing it. The best way to do this
would be to redownload the original document, then use the “Combine files” feature in
Adobe to remove the problematic page and add the original page

It is best practice to delete empty tags as it reduces visual clutter and memory usage
Adobe Acrobat is famous for being a somewhat buggy program. If you happen to
encounter an issue, there is most likely someone online who has experienced a similar
issue who can help out. See also the below section




PDF Remediation Guide 38

Known Issues with Adobe Acrobat

This section lists commonly encountered problems when making a document accessible
along with possible solutions (if applicable). This is a nonexhaustive list.

e Content that has been tagged as an artifact is still appearing in the reading order

o Solution: go to the Content panel and see if the associated content that should be
an artifact is under an <Artifact> container. If it is, then there is no worry as it will
not be read out loud by a screen reader. Simply ignore it in the reading order and
move on

e C(Certain content simply may be coded as an image when it is something else (such as text)

o Seolution 1: if you have access to the source document, see if you can either try
redownloading the document as a PDF or even changing the text in question to a
different font/color to see if that fixes the issue

o Solution 2: delete and retype the text using the Edit feature. You will need to
retag it using this method (see Separating out Content or Making a new Tag)

o Solution 3: while this is the least accessible method, adding alternative text to the
image of the text that simply reads out the text is an option if the other two
methods are not possible

e C(Creating new content tags (as described in Separating out Content or Making a new Tag)

creates multiple different tags instead of one
o Solution: perform the method described in Combining Content

Practice Material

Below are some downloadable PDFs that have been deemed accessible along with a
version of them with no tags to allow for practice and comparing your personal results.

e Baltimore County, Maryland Addresses PBI Research Services MOVEit Incident (easy)
o Blank -
B Baltimore-County-Statement-on-Third-Party-Vendor-MOVEit-Breach_PBI...
o Accessible -
B Baltimore-County-Statement-on-Third-Party-Vendor-MOVEit-Breach_PBI...
e LAN/WAN Service Agreement (medium)
o Blank - B ServiceAgreement LAN_ WAN Blank.pdf
o Accessible - B ServiceAgreement LAN WAN.pdf
e San Jose Generative Al Guidelines (hard)
o Blank - B Generative Al Guidelines Blank.pdf
o Accessible - B Generative Al Guidelines.pdf


https://drive.google.com/file/d/1lbcqdRDVxPnKAIkNBthBGAP7AbLzsf7c/view?usp=sharing
https://drive.google.com/file/d/1cHE13q2qLSiwYSTGKn0aG2hA4lTzPaI8/view?usp=sharing
https://drive.google.com/file/d/1fhmRC2O1R5g5y_v2OIw5aqSK75LmbK5e/view?usp=sharing
https://drive.google.com/file/d/1cQMbmrUqjg90e4jLYZ3fb0QqGMMMevnj/view?usp=sharing
https://drive.google.com/file/d/1fjoxmG7q9vcCtK3-jLrvc4B4E5DF9t1y/view?usp=sharing
https://drive.google.com/file/d/1a04YUaIwouqrzpomjH-jEBWZuQHLbizC/view?usp=sharing
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